Chalk River Eegion Nuclear Emergency Plan

Exercise
2003 - June — 10

Renfrew County ARES and the Fenfrew County Am atewy Fadio Club provide alternate
commuticati ons for the Chalk River Huclear Emer gency Plan (CRENEF). Until recently,
all commurdcati ons were conducted on 2 Meter woice with formal and inform al
messages. V olce messages have some drawbacks Onei1s the ease of eavesdropping by
the press, and ancother 13 the slow speed of accurate message transfer. Both of these
drawhacks can be helped by the use of packet for messaging. [t 15 unlikely that the press

would be equipped with packet, and packet transmissions can be faster and more accurate
that woice.

The first problem we faced, of cow se, was financial. We couldn’ get much funding from
the Prowance or the Emergency Plan. Fortunately, AECL donated & older laptops to the
canze. Aomme are 4267 2 and som e Pentivm 9073 We searched for vsed THC 5, bt thete
weren't maty to be found. We chose to use BayCom modem s built from an article in Jan
2000 QET entitled “An MHA14 Packet Modem™.

HTE-202 hand-helds with speaker-mikes, and AC power supplies had been purchased
for each of the 7 centresinvolved in the CRENEF . All ndt the Eeception Centre were
eguipped with petm anent 2 heter artennas and coax leading to the radio room. To
operate both woice and packet, we had to be able to switch cquickly between modes. We
accomplished this by bwlding the modems into boxes with a9 socket DIN connector on
the back for the computer connection and commectors for the speaker-mike on the front
along with connectors for cablesto the “202 mike and speaker cormectors. A switch on
the frort panel switches between the speaker-mike and the modem. The 3 priority
chatmels on the “202 ate programmed for the 2 local repeaters, VAIEBW and VESHNEE,
atud 145 01, the frequency we use for packet inthe area T o change between packet and
voice, the operator needs only to flick the switch on the front of the m odem and rotate the
202 channiel knob 1 or 2 positions.

Privters for the computers proved a problem. Since BayCom runs wnder DOE, 2 DOE
compatible printeris required. This means a printer that will print a character when 1t's
AACI code 15 sent to the port. Most prirter s sold today are Windows printers and must
mn with a Windows drwver. The old dot m atrix type printer works well for BayZom.

The maximuim distance between centresis about 50 EI between one of the Evacuation
Centres and the Municipal Operations Centre (MOC), so to ensure reliable
commuricati ong, we installed a node at the VASRBW site (PTALEX). The node conaists
of an FT2600 and a KAM configured for 4 chatitiel s.

Ohar first test of the system during an exercise i 2002 was a mixture of resounding
success atwd dismal falwe, There were 4 centres operating for the exercise; The MOC
atidd Evacuation Centre had petfect commurmcations. It worked so well that the operators




at the Evac Centre were able to assist with non-radio activities and when they heard the
printer operate, they could nip the message off the printer, acknowledze, then deliver the
meszage and go back to what they were doing The Reception Centre (REC) and the JToint
Information Centre (JIC) codd niot com murd cate by packet with the MOC at all. We
wete never able to say for sure what the problem was, bt after endless testing, we have
decided that reflections from the L awentian Hills across the Ottawa River were causing
distortion in the audio and preverting reliable reception of the packets It seem s that one
must pick the right artenna location to avoid this problem, and that location changes day
by day. Ow fixed antennas on the centres don't lend them selves to changing positions
To salwe this problem for the 2003 exercise, we added more nodes so if a station coddn’t
work the ough one, they codd use another. We pat a2 “The H et node in Pem by oke (PEL
atid VESDMI (DARINOD) and VESIGH (CFEPET) had their personal stations
operational as nodes,

For the June 10, 2003 exercise, we had 5 stations operational; MOC, REC, JIC, a
different Evac Centre than 2002, and a station at the C ounty Building, At each station,
the operators improvised with their own equpment to provide 2 Meter voice, givitg us
simultaneous voice and packet. All stationg could communicate by packet with at least
otie node. Mo stations required more than one node hop to get to any other station. The
exercize soenario did not include a failure of the norm al commur cations this time, 3o we
did fot Zet many messages to pass, bt we had good successwith those we did get There
waz one glitch that we realized requured a change in packet operating practice. The
BayCom screens on all the computers were set up with 4 ports. Operators tended to make
a connechon on each port through a node to one of the other stations and leave the
comnection open. We ended up using all the node channels on some of the nodes, so
when som eane attempted to make a new connection, they zot a busy reply. We realized
that when amessage 15 to be sent, a connection to the other station should be made

the ough a node if necessary, the message passed, the acknowledgement recerved, then the
comnection terminated to leave the node channel free If we had all the posable cerdresin
use, this procedure would be wery important. (We use nodes instead of digipeating to
reduce the amount of packet traffic on the channel ) Ancother fix for this problem would
be to increase the number of channels on the nodesif they have enough mem oy,

Topass aformal message, we use the “standard text” featwe of BayCom. The following

15 a porbon of the 3CC INI file for the BayC om program runsins on the computer at the
JIC:

»&nd here are the definitionz of the gandard texs mentioned above

st JCJPembroke
stc oo PTALE X

stm wrARES Meszage Form - MSG #
stnrPrecedence RO

=t o YHandling [natructions (HX)B 1Y

st pl wzent fom the JC located in Pembroke on vl it
ztpl Wl ezzage:

st p2 -
sp3IwTo b




2t g rSigned: i
strdr
st rl wWord count;

gt e wThiz iz an exerd=se meszage from the JC FPembroke at it

: The gandardtexd "' connedzvyouto PTALEX if wou press ALT-C from
theterminal.

The standard text is sent by typng <ALT> char, where char 15 the single letter after the
“at” in the SCC INI file.
1., <ALT= twill send  JIC/ Pembroke 21:15

il inserts the date

i suppresses the <CE> at the end of the line,

\t inserts a <CR=

it ingerts the time.

\ erases the lite where the cursor 150 to avold sending any text on that line)

To send a form al message, start with <ALT> m, and proceed down the alphabet to

<AL T= t The <ALT> m will leave the cursor at the # Type the message mamber, then
<AL T= 1 The standard text will supply the <CE> to send the message number line and
leawe the cwsor after the B for precedence. If the message i3 routine, contirne by typng
<AL T> o Ifthe precedence needsto be changed, backspace over the B and replace 1t
with the new precedence before typing <ALT=> o, SBimilatly down to <AL T= g this wll
send lines pl to p2 and leave the cursor at the To: line. After typing the To address, type
a<CR=, folowed by the message text. After the message text, type an <ALT= gto
confinme. This should be enough explanation to show how the whole message send
wotks [IFECHO 120N, the message text will appear in the middle window and provide
an oppotrtunuty to courd the words,

Each station has a brief set of mnstructions describing the naing and operation of the
packet and BayCom system . One should be able to use the instnactions to set up the
station and et it operating withowt much previous experience.
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